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1. %277 #8(General Course Introduction) 15. Windows## PR 2 7+(Windows Privilege Escalation)

2. NMABEHZERE Z 2 (Introduction to Cybersecurity) 16. Linux#&PR¥2 7t (Linux Privilege Escalation)

3. B2 BB 5K (Effective Learning Strategies) 17. BB S8 BISSHEE 115 (Port Redirection and SSH Tunneling)

4. BE I B 2R S5 (Report Writing for Penetration Testers) 18. P& @38 I5(Advanced Tunneling)

5. BE&UIEE (Information Gathering) 19. The Metasploit Framework

6. J@ 1% (Vulnerability Scanning) 20. Active Directory 7T #37151)28 (Active Directory Introduction and
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8. B R 7= LK% (Common Web Application Attacks) 21. K% Active Directory517) 587 (Attacking Active Directory

9. SQLIEFEKIEE(SQL Injection Attacks) Authentication)

10. FA FIm K % (Client-Side Attacks) 22. fEActive Directory=P 1= )% & (Lateral Movement in Active

1. SR AR K ERZ 5 (Locating Public Exploits) Directory)

12. BB 2 A (Fixing Exploits) 23. 5| ZEAWS Elin E & fifi Enumerating AWS Cloud Infrastructure)

13. P S ERAE B 5215 (Antivirus Evasion) 24. 4 EFiA R B (Assembling the Pieces)

14. ZHEEE (Password Attacks) 25. BANIES) | SRIZRBIRIE 4B(Trying Harder: The Labs)
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PEN-300: Advanced Evasion Techniques and Breaching Defenses
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1. BB R i EABR EZRAE  —A%FRI2Z M(Evasion Techniques and 9. 4B /8 188 (Bypassing Network Filters)
Breaching Defenses: General Course Information) 10. Linux# 2 %5 (Linux Post-Exploitation)
2. EE %4 B2 10325 (Operating System and Programming Theory) 11. Z=H% A A& Mk (Kiosk Breakouts)
3. DlOffice1T A Flmt2 T A5 117 (Client Side Code Execution With 12. Windows’&z& (Windows Credentials)
Office) 13. Windowst&[@# & (Windows Lateral Movement)
FERB 4. I\Windows Script Host#17 8 FIx 2 2 A5 %177 (Client Side Code 14. Linuxt=[@# #)(Linux Lateral Movement)
Execution With Windows Script Host) 15. Microsoft SQLI E (Microsoft SQL Attacks)
5. 125 £ 51 E23872 (Process Injection and Migration) 16. Active Directory X% (Active Directory Exploitation)
6. [H3 AL 4% (Introduction to Antivirus Evasion) 17. 225518 F E(Combining the Pieces)
7. #PERH F N5 9738 (Advanced Antivirus Evasion) 18. BNNIES) : SREZMBIRE N 4B(Trying Harder: The Labs)
8. FEF2TU B & & (Application Whitelisting)
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